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ABSTRACT

After the Covid-19 pandemic, organizations re-evaluated their supply chain strategies and began
a race to build resilience in their networks. However, quantifying the level of resilience of any
supply chain is a complex task, given the uncertainties associated with disruptions and the
dynamics of global markets. This paper proposes a novel framework for quantifying supply
chain resilience, with a focus on the upstream side of the network. Using Social Network
Analysis (SNA) indicators and Business Impact concepts, we developed a methodology that
captures the impact and robustness within the different tiers of suppliers. The framework also
proposes resilience score metrics for comparing different sourcing strategies and network
designs. Using a synthetic network, the framework suggests that enhancing flexibility and
redundancy could bolster the resilience of other nodes in the supply chain by up to 50%.
However, these strategies may also impact overall resilience and introduce criticality to certain
nodes, limiting the overall resilience enhancement to only 3%. These findings stem from an
analysis based on specific assumptions and characteristics. Consequently, the results may vary
when implemented in unique supply chain networks with distinct characteristics. The proposed
framework provides a valuable starting point to practitioners for understanding and improving
supply chain resilience.
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1. INTRODUCTION

The recent global disruptions have shown a clear example of the interconnectivity of
supply chains. The global Covid-19 pandemic is among the most recent contributors to global
disruptions; however, it will not be the last. Over the past two years, the world has faced a series
of events that caused global disruptions, including, but not limited to, geopolitical conflicts such
as the Russian invasion of Ukraine, natural disasters such as frequent floods and hurricanes, and
the rising inflation rates in developing countries. Those events obstructed the fluidity of many
logistics and supply chain operations and blocked other ones entirely (Gartner, 2022).

As a result, many industries are now emphasizing building a supply chain that can
respond quickly and effectively to unforeseen disruptions (Cohen, et al., 2022). To achieve this,
companies must invest in solutions to help them recover from disruptions and build a risk-aware
culture. However, building a resilient supply chain can be costly. Companies must carefully
balance the need for resilience with the associated costs and assets in short-term and long-term
investments.

For Nike, a leading American multinational company in the footwear and apparel
industry, pursuing resilience has become a top priority to ensure continued success in its supply
chain. With over 450 finished-goods factories in 38 countries, Nike experienced challenges in
the last two years caused by the Covid-19 pandemic, besides other global disruptions and
shortages in the raw material supply (Nike, 2022). Therefore, they want to measure the level of
resilience of their upstream supply chain consisting of Tier-1 and Tier-2 suppliers to better

respond to disruptions.



1.1. Problem Statement

In the academic context, making a supply chain resilient means recreating the lost
capacity after the disruption, which also means continuing to operate despite the disruption
(Rice, 2021). After two years of dealing with the pandemic and its consequences, Nike wants to
be well-prepared to face any potential trouble by incorporating supply chain resilience in their
network design, particularly on the upstream side, which is the manufacturing side. To achieve
this, Nike aims to include measures that help them discover the critical and weakest entities in
their network in order to take action and be more resilient when disruptions occur.

In this context, the questions to be answered include the following:

1. How can we define resilience in Nike's upstream supply chain?
2. What are some metrics that could assist Nike in enhancing its upstream supply chain

resilience?

1.2. Scope

The project’s overall goal was to work towards a theoretical framework that might
quantify the resilience of an upstream supply chain. So, we explored some potential proxies that
companies can use to assess upstream supply chain resilience. Having said that, we focused our
efforts on developing:

1. Proxy metrics to quantify the upstream supply chain resilience.

2. A theoretical representation of these metrics in an upstream supply chain network.

Therefore, companies might use this framework to assess upstream supply chain design
and resilience. To achieve the above points, this capstone project starts by studying the existing

frameworks to quantify resilience and risk, focusing on quantitative methodologies. Then, we



narrowed our focus based on a mixed model to deploy theoretical testing of an upstream supply
network. Finally, we conducted an analysis based on different strategies to observe these
metrics’ behaviors in a synthetic network, as shown in Figure 1.1.

Figure 1.1
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This framework showed that robustness and impactful might be good proxies for
assessing the resilience within a network. Moreover, under some specific scenarios, it provides
an objective measure of resilience that companies can consider for assessing different sourcing

or network design scenarios.



2. STATE OF THE ART

This chapter summarizes the current State of the Art of supply chain resilience that we
have found relevant for our research. First, we describe the causes and impacts of disruptions in
supply chains. Then, we offer a brief difference between risk management and resilience in a
supply chain context, ending by commenting on the existing frameworks to assess resilience in a

supply chain.

2.1. Supply Chain Disruptions: Sources and Impacts

Supply chain disruption is the unplanned incident that disrupts the normal flow of
materials, products, or information from source to destination in supply chains (Svensson, 2000;
K. Hendricks, 2005). Sheffi (2015) categorized supply chain disruptions into natural, negligent,
and intentional disruptions. Natural disasters such as pandemics, floods, and hurricanes are hard
to predict and prepare for. Moreover, their impact can be severe and affect whole industries.

In contrast, negligent disruption is mainly a result of violating the safety or quality
procedures of the company. However, companies tend to minimize negligent disruptions by
adopting zero-tolerance policies regarding the safety of people and materials and strict quality
control procedures. The third type of disruption, intentional disruption, can be originated
internally, inside the company, or externally from competitors. Furthermore, intentional
disruptions are selective in terms of time and point of impact, increasing the loss for the
company in a short time (Sheffi, 2015). For instance, cyber-attacks can potentially disrupt global
supply chains (Rice, 2022; Sepulveda & Khan, 2015).

Although disruptions are usually sudden and unpredictable, sometimes they happen
regularly (Lund, 2020). A survey conducted by Lund et al. (2020) shows that many recent

disruptions and catastrophes didn’t happen by chance. However, some variables affect the



frequency of these disruptions, including, but not limited to, climate change, global economic
changes, and geopolitical affairs. The survey classified the disruptions based on their shock
magnitude and ability to anticipate them (see Figure 2.1). The figure shows that companies can
face more than two months of disruption every five years, which reflects a serious threat for
industries to prepare for.

Figure 2.1
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Note. From “Risk, resilience, and rebalancing in the global value chain” by S. Lund, J. Manyika,
J.Woetzel, E. Barriball, M. Krishnan, K. Alicke, M. Birshan, K. George, S. Smit, D. Swan, K.
Hutzler, 2020, Retrieved from Mckinsey Web Site.

The impact of supply chain disruptions is meaningful. In a survey conducted by Rice &
Caniato (2003), one company estimated their cost impact for each day of their supply chain
network disruption to be $50 - $100 million. On top of that, the current connectedness and spread

of global supply chain networks for businesses not only escalates the impacts of disruptions

(Simchi-Levi, et al., 2015) but also increases the complexity of the supply chain, which is
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considered a potential contributing factor to supply chain disruptions (Choi & Krause, 2006;
Craighead et al., 2007; Sheffi, 2015).

In Figure 2.2, Sheffi (2015) classifies the supply chain potential disruptions based on
their level of impact and the likelihood of happening based on risk experts’ reports. The figure
shows both natural and operational disasters within the firm. As shown in the figure, some
operational disruptions can impact more than natural disasters.

Figure 2.2
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Note. From The Power of Resilience: How the Best Companies Manage the Unexpected by Y.
Sheffi, 2015, MIT Press.

The impact of disruptions on businesses is not periodic. Businesses can suffer from
disruptions for long after the disruption period due to the resulting losses on their operations,
customer satisfaction, and market share (Oke & Gopalakrishnan, 2009). Therefore, due to the

uncertainty of disruptions, studying the impact of the disruption and the associated recovery plan

is more essential for businesses than avoiding the source of this disruption.
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2.2. Modes of Failure

To better prepare for and recover from disruptions, businesses need to identify the
expected areas of losses that could be impacted. Rice (2021) defined seven core potential
capacities that disruptions can affect: the required materials for production, the transport of
materials, the communication capabilities, the manufacturing capacity, the labor, the financial
flow, and the access to demand. Hence, businesses can assess how these capacities can be
recovered during disruptions regardless of the reason for disruption.

Addressing the modes of failure can help map the variables that contribute to the point of
strength and weaknesses inside the organizations (Craighead et al., 2007). Moreover, companies
can use this analysis to prepare for future threats by identifying areas for improvement to
mitigate expected risks or recover from any upcoming disruptions. In other words, companies

can use this analysis to make their supply chain more resilient.

2.3. Supply Chain Risk Management vs. Supply Chain Resilience

Companies often interchange the terms Supply Chain Risk Management (SCRM) and
Supply Chain Resilience (SCR). However, these two terms differ in meaning. Whereas resilience
is the capability to recreate lost capacity after an adverse event (disruption), risk management
deal with avoiding or mitigating before the potential disruption occurs. Although they are
related, they are not the same.

Supply Chain Risk Management refers to the collaborative process of identifying,
assessing, and mitigating any unexpected external or internal risk which might adversely impact
any part of a supply chain (Ho et al., 2015). Given the inherent vulnerability of supply chains to

risks, managers can implement various strategies to deal with them effectively.
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However, SCRM is a prior process to the disruption that focuses on the causes of
disruptions, while SCR focuses on the capabilities after the disruption (Rice, 2022), as shown in
Figure 2.3.

Figure 2.3
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Another difference is that Resilience is about capabilities (extra capacity, flexibility, etc.),
not merely an assessment of likelihood. So, each company must develop these capabilities
through different initiatives in order to respond to any disruption. Hence, a supply chain might be
more resilient than another despite having a similar SCRM process.

There is a third difference between Supply Chain Risk Management and Supply Chain
Resilience. To assess risks, the classic method is to plot the probability of disruption and its
consequences, as illustrated in Figure 2.4. With this distribution, and knowing that the number of
potential causes of disruptions is too many, it is virtually impossible to mitigate all risks (Rice,
2022). This might explain why risk managers focused on Quadrant I11 (high probability, high
consequences): it gives the highest expected values. However, high-probability events are

predictable; hence the management teams can be prepared for them with some frequency. On the
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other hand, supply chain resilience tends to focus on Quadrant IV (high consequences, low
probability) because unexpected disruptions are generally the most dangerous (a.k.a., “Black
Swans”), such as pandemics, wars, and earthquakes. Therefore, building resilience in Quadrant
IV can make the difference (Sheffi, 2015).

Figure 2.4
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Note: Adapted from Sheffi Y. (2015). The Power of Resilience: How the Best Companies
Manage the Unexpected. MIT Press.

Finally, investments in resilience strategies are hard to justify financially due to the
unlikelihood of catastrophic events. This could explain why companies generally focus more on
risk management (such as historical disruptions) than on building supply chain resilience
(regardless of the causes). Hence, this also might be wasting the company's investments (Rice &

Caniato, 2003).
2.4. Supply Chain Resilience and Risk Management Strategies
According to Sheffi (2015), there are three general ways to build resilience in the supply

chain: Redundancy, Flexibility, and Preparedness. Redundancy means having extra. It might be

14



extra inventory, extra suppliers, or extra capacity to use in case of emergencies. Next, Flexibility
refers to interchangeability and postponement. This could be achieved by having similar plants
that can produce the same products regardless of location, having standard products or parts that
can be easily interchangeable, and having a flexible and cross-trained labor force. On the other
hand, postponement refers to a switch toward a pull system.

Finally, operational plans/procedures should be established to implement these strategies.
Sheffi (2015) refers to this as "Readiness" and outlines the operational actions to follow once a
disruption occurs, such as who does what and who makes the decisions. These plans are also
known as Business Continuity Plans (BCP), which are essential to ensure that an organization
can quickly recover from disruptions and continue to operate effectively.

Meanwhile, other authors consider Risk Management as part of Resilience. For instance,
Namdar et al. (2020) collected several strategies in the literature available on Resilience and Risk
Management and classified them into four categories: Anticipation, Preparation, Robustness, and
Recovery. Although other combinations of strategies could be used, these categories provide a
useful summary. Table 2.1 presents the strategies classified under each of these categories.
Table 2.1

Resilience Strategies

Dimension Supply Chain Resilience Strategies
Information sharing

RFID

Information Technology (IT)

Enterprise Resource Planning (ERP) System

TOM and Six Sigma

Supply Chain intelligence

Suppliers' risk awareness as a key criterion for selection

Align procurement strategy with suppliers' relationship (deep relationship with key suppliers)

Anticipation

Distributed power, empowered to take necessary action (need for situational awareness and
initiative at levels closest to the event

15




Conditioning for disruption

Board-level responsibility and leadership

Collaboration with partners (customers and suppliers) through e.g., CPFR system

Preparation

Establish supply chain continuity team

Formal ‘P.E.S.T.’ type analysis (Strategic level of supply chain knowledge)/ (Learning from
experiences)

Supply chain Risk Management, BCP, ERM

Break down ‘functional silos’ to create multi-disciplinary, cross-functional process teams

Continuous communication among employees/or partners

E-based process rather than paper-based

Interchangeable people (Cross Training)

Standardize Process, part commonality

Robustness

Redundancy (via inventory prepositioning, backup suppliers, reserved extra capacity)

Strategic stock and slack

Multiple sourcing

Single source for an item or service into each site

Supplier contract flexibility (e.g., via quantity flexibility contracts)

Diversification (supply chain re-engineering)

Recovery

Passion for work

Standardize Process, part commonality

Identical plant design/process and facility

Interchangeable and generic parts

Interchangeable people (Cross-training)

Postponement and Product Flexibility

Flexible Manufacturing System (FMS)

Revenue management via Dynamic Pricing

Assortment planning

Silent product rollover recovery planning system

Synchronization of schedules based on shared information

E-based process rather than paper-based

Process improvement
1. Reduced in-bound lead-times (lead-time reduction)
2. Added time reduction (idle time, inventory process time)

Parallel process rather than in series

Streamlined and simplified processes

Note. Adapted from “Business continuity-inspired resilient supply chain network design” by
Namdar, J. et al, 2020, International Journal of Production Research, 59:5, 1331-1367.
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2.5. Quantifying SCRM: Value-at-Risk

Now that we have described the differences and similarities between Risk Management
and Resilience, we have delved into companies' different strategies to build strong and resilient
supply chains; we described how companies might quantify the level of resilience they possess
through different frameworks in SCRM and SCR.

Over time, several approaches have been developed to assess risks in supply chains, and
according to Ho et al. (2015), one extensively used approach to SCMR is the common Value-at-
Risk (VaR) metric. Initially used in the financial industry, this statistical metric estimates a
company's potential financial losses due to unexpected events or disruptions. By using VaR,
companies can identify and manage risks in the supply by attempting to reduce the maximum
losses within a specific period (Ho et al., 2015).

Value-at-Risk relies on forecasts of the volatility of portfolio revenue or returns over a
given period (Sanders & Manfredo, 2002). In a supply chain context, VaR expresses the business
impact of a supply chain disruption. Equation 2.1. captures this, where z is the number of
standard deviations corresponding to the desired confidence level, ¢ is the standard deviation of
the losses incurred due to supply chain disruptions, and L is the expected loss due to a supply
chain disruption. This could be estimated with the loss of revenue or profit (Sanders &
Manfredo, 2002).

VaR = z X ¢ X L (2.1)

Unfortunately, VaR also has certain limitations. One significant limitation is its
assumption that risks follow a normal distribution, which may only sometimes be accurate. This

can lead to underestimating risks, particularly extreme events such as “Black Swans” (Ho et al.,

17



2015). In addition, gathering accurate data on the probabilities and impacts of risks can be tricky,
leading to inaccurate risk assessments and flawed decision-making (Ho et al., 2015).

Ho et al. (2015) also remark that VVaR only focuses on the downside risk and does not
consider the upside potential or benefits of opportunities for growth that may arise from supply
chain disruptions. Several modifications, such as Conditional Value-at-Risk (CVaR), have been
developed to address all these limitations (Ho et al., 2015). In addition to its simplicity and

usefulness, VaR is still widely used.

2.6. Resilience Frameworks

Although this topic has been discussed for around 20 years, Supply Chain Resilience
became a high-relevance, almost mandatory topic just after the pandemic hit. However, despite
all efforts, there has yet to be a universal agreement regarding what being resilient means in a
supply chain context (Golan et al., 2020). Therefore, a universally accepted framework to depict
and successfully measure the level of resilience within the supply chain has yet to be created
(Rice et al, 2022; Golan et al., 2020).

Among the several frameworks out there, Golan et al. (2020) found that many papers
focus on qualitative evaluation, primarily identifying best practices through surveys and case
studies. On the other hand, some other studies also use quantitative approaches, but the measures
used to quantify resilience are often only proxies that try to capture the resilience within the
supply chain, such as service level or time to recover, which are useful when the concept of
resilience is not clearly defined. Nonetheless, some metrics, such as Time-to-Recover (TTR) and
Time-to-Survive (TTS), are good-enough approximations to estimate a supply chain's behavior

in what-if scenarios (Simchi-Levi et al., 2015).
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Golan et al. (2020) also highlights some quantitative frameworks that have effectively
quantified the supply chain’s resilience as a percentage between 0 and 1. However, these
frameworks have not been universally accepted by the research community, indicating the need
for further research to develop a standardized and widely accepted framework for effectively

measuring supply chain resilience (Golan et al., 2020).

2.7. Quantifying Supply Chain Resilience

As we pointed out in 2.6., many studies rely on “proxies” as indicators of supply chain
resilience. These proxies are often adapted from some core key performance indicators like
service level or recovery rates, thus enabling the evaluation of supply chain performance in
disruptions (Golan et al., 2020).

For instance, Paul et al. (2019) used two mathematical models to measure supply chain
resilience in transportation using delivery delay and quantity loss as proxies for supply chain
disruptions. This model formulated ideal and recovery plans after disruptions and used backlog
and lost sales as indicators for the cost of disruptions. However, it did not consider safety stock
or the integration and connectivity of supply chain functions, limiting its ability to simulate
resilience accurately.

Another framework developed by Sabouhi et al. (2018) used the percentage of disrupted
suppliers with a loss of capacity as a proxy. This two-stage model used mathematical
programming and data envelopment analysis (DEA) to evaluate the efficiency of suppliers in the
normal phase and the effects of partial or complete disruptions. However, the model did not
consider transportation links or multi-tier supply chain networks, crucial factors affecting supply

chain resilience.
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In contrast, Chen et al. (2017) remark that only a few frameworks effectively address
supply chain resilience quantification. Most existing methods fail to represent interdependencies
between different supply chain nodes and do not allow for actionable decision-making to guide
improvement strategies. Hence, Chen et al. (2017) proposed a framework that captures several
degrees of risks involved in the supply and demand side, internal firm, and environmental
factors, as well as pre-and post-disruption mitigation capabilities. This framework measures
node-level resilience but expands it throughout the complete supply network, including buyer-
supplier links. However, the data complexity required to formulate the optimization model could
be challenging for most organizations.

Another comprehensive framework developed by Camacho et al. (2017), quantifies the
level of resilience of Australian supply chains facing simulated climate disruptions. This
framework calculates four supply chain indices (evenness, resilience, continuity of supply, and
climate resilience), and it develops a performance metric that expresses the level of supply chain
resilience as an overall percentage, allowing for sensitivity analyses among different strategies

(Camacho et al., 2017).

2.8. Social Network Approach

The application of Social Network Analysis (SNA) to measure the complexity of supply
networks has gained interest as an approach for understanding supply network dynamics. Hence,
it has been used as a proxy to assess complexity and, thus, supply chain resilience.

SNA is a methodology based on graph theory that examines the patterns of ties in a
network. In social networks, the nodes are individuals or organizations that possess agency,

which means they can make decisions and take actions that affect the network's overall structure.
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Traditionally, SNA has been employed to study the structure of communities, communication
patterns, and the spread of diseases (Kim et al., 2011). Within the operations and supply
management context, SNA has proven useful in examining the social structure of supply
networks (Kim et al., 2011).

SNA metrics can be evaluated at two levels: node level and network level. Node-level
metrics examine how an individual node is situated within the network from that node's
perspective. These metrics focus on individual nodes' characteristics within a network (Kim et
al., 2011). In contrast, network-level metrics assess the properties of the network as a whole.
Node-level metrics include degree, closeness, and betweenness centrality, while network density,
centralization, and complexity are examples of network-level metrics. Therefore, each metric
provides unique insights into the network's structure and function (Kim et al., 2011).

For instance, in their paper, Kim et al. (2011) argue that a linear perspective is
insufficient for understanding supply chain management and advocate for a network perspective,
with SNA being a suitable approach for analyzing the structural characteristics of supply
networks. The authors (2011) link SNA metrics at the firm level to specific roles in the supply
network and use real-world data from published case studies of automotive supply networks to
apply their framework. The results suggest that quantitative SNA findings complement
qualitative research and provide a more nuanced understanding of supply networks.

Similarly, another study by Kazemian et al. (2021)use the SNA approach to assess
networks. However, this time the authors go beyond and propose a resilience assessment model
using SNA-inspired indicators in a multi-attribute decision-making (MADM) context to help
decision-makers quantify the resilience of their supply chain networks. Kazemian et al. (2021)

recognize SNA as an emerging methodological tool to map and quantify relationships between
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interdependent actors. Therefore, the main insight of this resilience model is to identify the
significant aspects of a resilient supply chain network's structure and complexity.

Overall, using SNA in understanding supply chain complexity and resilience is a
promising research approach that might provide valuable insights into assessing the structure of
supply networks to identify vulnerabilities.

Therefore, given the priorities of this project to quantify the complexity and
vulnerabilities of a supply chain for network design proposes, we decided to incorporate SNA-

inspired indicators for developing our framework for measuring resilience.
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3. DATA AND METHODOLOGY

As noted in section 2.8, we attempted to develop a theoretical framework to assess the
complexity and hence the vulnerability of a supply network as a proxy of resilience. Therefore,
this chapter explains the methodology and measures we employed as a proxy to assess the
vulnerabilities on the upstream side of a supply network. To start, we have outlined the steps we

followed in Figure 3.1 to provide a clear understanding of our approach to the research.

Figure 3.1

Research Methodology

Definition Detailed definition and description of the mixed framework

Data

y Develop simulated data of an upstream supply network
Modeling

Testing Test the framework with different strategies in the network

Takeaways Highlight the main takeaways of different observations

Initially, we focus on mapping the product and its supply network, then explain how to
calculate each metric within the network. Finally, we describe the process of getting the data to

test the framework.
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3.1. Mapping The Supply Network

The framework is applied to a supply network at a product level. First, we chose only one
finished good. Then, we mapped its Bill of Materials (BOM) to know all the components needed
with their corresponding proportion, as shown in Figure 3.2.

Figure 3.2

Finished Product P1

Product 1 (100%)

1 (65%) 2 (35%)

. N\
Component 1 Component
s

This framework only focuses on the raw material and components needed to produce the
finished good. Therefore, the framework does not consider the services or processes that do not

imply materials or components, such as labor and transportation, among other logistics activities.

Figure 3.3

Supply Network of Product P1

TIER4 TIER 3 TIER 2 TIER 1

Il

M3

cz

M4
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Once we have this composition of Figure 3.2, a similar approach is followed for each
component and its corresponding supplier. The idea is to map all the supply chains needed to
make one product. This approach is repeated at different levels or tiers as data becomes
available. As illustrated in Figure 3.3, Product P1 is composed of two components (C1 and C2),
while Component 1 is made up of two materials (M1 and M2) and so on. This shows a
hierarchical structure in which each tier depends on the tier below. It is important to note that, for
the sake of simplicity, we have assumed that only one supplier supplies each material or
component. Therefore, if a single supplier provides two materials, we have represented each

supplier-material combination as a separate node in the network.

3.2. Timing

One of the main challenges in risk management and resilience is dealing with disruptive
events whose timing and impact are unknown. While conventional risk assessment methods rely
on probability calculations to estimate the impact of the disruption, they fall short when the
timing is uncertain (Rice, et al., 2022). In such situations, it may be necessary to consider the
entire impact of the event.

Even though following this approach is more practical in some cases, it also has
challenges. Investing in preventing such an impact when the timing is uncertain is difficult
because the net present value (NPV) can vary significantly depending on when the disruption

occurs, such as in year two versus year twenty (Rice, et al., 2022).
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3.3. Two Approaches

The framework incorporates two fundamental approaches. The first one, Revenue
Impact, is commonly used to estimate the financial impact of each node in the finished product
sales. The second one employs an SNA-based approach to quantify the network's complexity
using the centrality metrics.

Using these approaches, this framework aims to comprehensively understand the supply
network'’s financial performance and complexity, which might help organizations to identify

critical nodes in the network and improve the overall resilience of the upstream supply chain.

3.3.1. Revenue impact

Revenue Impact, sometimes called Business Impact, depicts the maximum potential loss
of sales for a specific product line that a node could cause during a disruption. In other words, it
quantifies the potential impact that a particular node's failure or disruption could have on the
sales of a given product line. This metric answers the question: If this node becomes unavailable,
how much revenue from the finished product could be lost? Naturally, this loss could be
measured in any unit of time.

Additionally, we assumed that the loss of sales is proportional to the loss of production
we cannot make. Therefore, for our purposes, we compute the Business Impact as the proportion

of production of finished goods that would be impacted annually, which we explain in 3.6.

3.3.2. Social Network Approach

The SNA only considered whether the nodes were supplying each other. If there is a

supply between two nodes, the indicator will be 1; otherwise, it will be 0. As shown in Figure
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3.4., in-degree centrality quantifies the importance of a node based on the number of incoming
edges, reflecting its influence or popularity within the network. Out-degree centrality, on the
other hand, measures the reach of a node by counting the number of outgoing edges, thereby
assessing the extent to which a node can exert influence on others. Degree centrality, a more
general measure of connectivity, computes the number of edges connected to a node in an
undirected graph or the sum of in-degree and out-degree centrality in a directed graph.

On the other hand, betweenness centrality evaluates a node's significance as a bridge or
gateway in the network by examining its frequency on the shortest paths between other nodes.
This measure is particularly useful for understanding information flow and control within the
network.

Figure 3.4

Degree, Closeness and Betweenness
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Note: Adapted from “Graph algorithms: practical examples in apache spark and neo4;” by Mark
Needham and Amy E. Hodler, 2019, O’Reilly Media, Inc.

Lastly, closeness centrality estimates a node's proximity to all other nodes by calculating
the inverse of the average shortest path length, thereby offering insights into the node's efficiency

in disseminating information throughout the network. Collectively, these centrality measures
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provide valuable insights into the topology and dynamics of complex networks, enabling

researchers to discern patterns, identify critical nodes, and predict network behavior.
3.3.3. Degree Centrality

As noted in 3.4, degree centrality measures the importance of a particular node within a
network (Kim et al., 2011). It is calculated by considering the number of edges or links that
touch a node; the more connections it has, the more important it is compared to the other nodes
within the network. Hence, degree centrality Cp,(n;) in a non-directional network for node i(n;)
is defined as follows:

Cp(ny) = ijij = Zj Xji (3.1)

Where x;; is the binary variable equal to 1 if there is a connection between n; and n;, and
equal to 0 otherwise (Kim et al., 2011). Now, in order to consider the weight of network size g,

this metric is normalized as the proportion of nodes directly adjacent to n; as follows:

C'p(ny) = 20 (3.2)

On the computations, a higher degree centrality score indicates “where the action is”
within a network. On the other hand, nodes with a low degree centrality have fewer connections
and are considered peripheral in the same network (Kim et al., 2011).

As our analysis is focused on a supply network, which is a directional network, it is
important to note that degree centrality can also be measured with this in mind by calculating in-
degree and out-degree centrality. In-degree centrality measures the number of incoming
connections that point to a particular node (see Equation 3.3), while out-degree centrality

indicates the number of outgoing edges that start from the node (see Equation 3.4).
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c'p(ny) = % [in-flow links] (3.3)

C'p(ny) = 2= [out-flow links] (3.4)

)

Figure 3.5 shows graphically how in-degree, and out-degree centrality calculation works.
For instance, if we would want to calculate the in and out-degree centrality of the node in the
middle (“node”), we can see that it has three links in and one out. So, the in-degree centrality is
measured by adding the three links and dividing them by the number of nodes minus one, which
will result in 0.75. This approach is similar to computing the out-degree centrality, which will be
one link over four, resulting in 0.25.
Figure 3.5

Simplified Degree Centrality Equations
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Therefore, in a supply chain context, a node with high in-degree centrality will likely be a
key supplier connected to many downstream nodes. In contrast, a node with high out-degree
centrality may be a key customer or distributor linked to many upstream nodes. Hence,
considering both centrality measures, we can understand the size of the adjacent upstream and

downstream tiers within a supply network and the different roles that nodes play in it. This
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information can be valuable for identifying potential critical or vulnerable nodes in the supply

chain.

3.4. The Impact Robustness Resilience (IRR) Framework

The IRR framework uses two primary metrics to assess the network's resilience level.
The weighted impact measures the business impact of each node, while Robustness measures the

level of adjusted connectedness of each node on the upstream side.
3.4.1. Impact

We consider this metric to measure the weighted impact of each node in the whole
network. So, used the revenue impact explained in 3.3.1 to get the final impact of the
unavailability of each network. However, this metric itself seemed incomplete in ranking
different types of nodes. This is why we incorporated two more metrics: out-degree centrality
and product composition.

First, out-degree centrality captures the level of outbound connectedness. And this is
important because the revenue impact is also a metric that captures the outbound impact toward
the downstream supply. So, the more connections a particular node has, the more impactful it is.
Secondly, in order to capture the importance of the specific component in the BOM, we also
incorporate the product composition of each material. Likewise, the more important the material,
the more impactful the node is.

Therefore, the weighted impact metric quantifies the business impact of each node in the
network based on connections and importance. The calculation is shown in Equation 3.5.

Iy = RI; * Doy, * C; (3.5)

Where:
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- I, represents the weighted impact for node i.

- RI; represents the revenue impact on the network if node i goes down.

- Dy, represents the out-degree centrality of node i.

- C,; represents the product composition in a percentage of node i.

Now, we need to normalize the impact of each node in order to capture the different
behavior of tiers. Because in a supply chain network, each tier has a different function within the
network. For instance, Tier-1 is for factories, Tier-2 is for components suppliers, and Tier-3 is
for raw material suppliers. We normalize the tier impact simply by taking a proportion of each
impact within the different, making that all the impacts in a tier sum up to 100%. We called this

the Adjusted Impact, which is shown in Equation 3.6.

Rli*Douti*Ci

a __
Iji o Zj]

(3.6)

Where:

- Ij; represents the adjusted impact for node i by tier j.

- RI; represents the revenue impact on the network if node i goes down.
- Dy, represents the out-degree centrality of node i.

- C,; represents the percent of product composition of node i.

- ;I represents the summation of all Impacts i within tier j.

Noticed that we are measuring the Impact in the tiers but not in the final market nodes. If

these nodes are calculated, the Impact will be zero because the out-degree will also be zero.
3.4.2. Robustness

A second metric, Robustness (Ro), examines the flexibility of each node concerning its

sourcing strategy. A node's robustness is positively correlated with its number of suppliers,
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enhancing its flexibility and adaptability in the face of potential disruptions. The in-degree
centrality is used to measure the robustness as it only considers the supply to each node, as
shown in Formula 3.7.

Ro; = ¥iDin 3.7)

Where:

- Ro; represents the Robustness of node i.

- Dy, represents the in-degree centrality of node i.

- > denotes the summation of in-degree centralities for the precedent nodes, which is

the cumulative in-degree centrality.

Once we have the Robustness at the node level, we incorporate the supply availability of
the specific component or commodity in the market. Therefore, we adjusted the robustness by
incorporating the Herfindahl-Hirschman index (HHI) (Namdar et al., 2023). HHI is a commonly
used index for estimating market concentration, indicating whether or not a few companies
dominate an industry. We standardized the HHI to a range from 0 to 1, with higher values
representing a more concentrated market (Namdar et al., 2023). We also followed a similar
approach to the Impact and normalized it within the tiers. The resulting Adjusted Robustness

metric is calculated in Equation 3.8.

Ro
(1+HHIstd) * ZjRO

Where:
- Rofrepresents the Adjusted Robustness of node i.
- HHI, represents the standardized Herfindahl-Hirschman Index

- X;Ro represents the summation of all Robustness i within tier j.
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Noticed that we are measuring the Robustness in the tiers but not in the final market
nodes. However, the last tier will have zero robustness because the in-degree centrality will be
zero. As a result, the level of analysis depends on the number of tiers we evaluate. For instance,
if we want to evaluate four tiers, we'll need data for at least five. Similarly, if we want to evaluate

five tiers, we'll need data for six tiers, and so on.
3.4.3. Resilience Score

The Resilience score represents the ratio between the Adjusted Robustness by a
proportion of Robustness and Adjusted Impact. Firstly, we calculated the resilience score at the
node level by considering the proportion of the summation of the Robustness and Adjusted
Impact multiplied by a penalization factor ¢, as shown in Equation 3.9. We chose to penalize the
Impact by assuming that Impact is harder to control than Robustness. This penalization factor «
is an arbitrary number the company chooses based on its peculiarities.

Ro}

Ri = (3.9)

Where:

- R, represents the resilience score of node i.

- Rofrepresents the Adjusted Robustness of node i.

- I{ represents the adjusted impact for node i.

- arepresents the penalization factor of the Adjusted Robustness.

To better determine the overall resilience of the network, we considered that each tier has
distinct characteristics, similar to the methodology used in the Adjusted Impact approach.

However, we prioritized tiers based on their proximity to the downstream to account for this
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behavior. Specifically, we assumed that Tier-1 is prioritized over Tier-2; and Tier-2 over Tier-3,
as we move towards the downstream. Equation 3.10 shows this calculation.

2jwi(XiR)

R= 2=

(3.10)

Where:

- R represents the resilience score of the network.

- R, represents the resilience score of node i.

- w; represents the weight of each tier j.

Similarly, with Impact and Robustness, the resilience score of the last tier and the market
nodes will not be considered in calculations since there is insufficient data. As mentioned in
3.4.2, the level of analysis depends on the number of tiers we evaluate.

However, since this score is a weighted average, it has low-sensitive. Therefore, we also
considered one more resilience metric: the network’'s minimum resilience score, as shown in
Equation 3.11. This is because we believe that the weakest point of the network is a

complementary indicator of the whole resilience of the network.

Rmin = min(R;) (3.11)
i

Where:
- R,,;, represents the minimum resilience score of the network.

- R, represents the resilience score of node i.

By employing these metrics, the methodology tries to shed light on the resilience and
stability of the network under examination, thereby offering valuable insights to quantify the

complexity and vulnerabilities.
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3.5. Creating a Supply Network

Gathering real data for a research project can be challenging for several reasons, such as
confidentiality and limited time. In this part, we describe the data generation process for our
research. Our approach involved creating a network with a structure similar to the sponsor

company, which consists of three tiers.

3.5.1. Product Composition

First and foremost, we understood that the company outsources all the finished goods
manufacturing to its suppliers around the globe. Therefore, our network was structured as
follows: Tier 1 as suppliers manufacturing finished goods, these are the factories; Tier 2 as
suppliers providing materials listed on the Bill of Materials (BOM) to Tier 1 suppliers. Finally,
Tier 3 as the suppliers providing raw materials and commaodities to the Tier 2 suppliers.
Figure 3.6
P1 Composition

Product 1 (100%)

Component Component Component
1 (40%) 2 (30%) 3 (30%)

Material 1 Material 2 Material 3
(100%) (100%) (100%)

As illustrated in Figure 3.6, Product 1 was constructed using 40% of Component C1,
30% of Component C2, and 30% of Component C3. Similarly, Component 1 consists entirely of

Material M1 and so forth.
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3.5.2. Synthetic Network

Once we had the product composition, we could recreate a synthetic network. We
followed what we mentioned in 3.5.1, and we developed three tiers. Tier-1 corresponds to the
supplier's manufacturing finished goods; Tier-2 corresponds supplier’s providing materials listed
on the BOM to Tier-1 suppliers; and Tier-3 corresponds supplier’s providing raw materials to
Tier-2 suppliers. Then, we established the network of each component-supplier combination, as

shown in Figure 3.7.

Figure 3.7
Synthetic Supply Network
Tier 3 Tier 2 Tier 1
Material FG Component Finished Goods
Suppliers Suppliers Factories
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3.6. Assumptions

Our framework is designed with some assumptions to simplify calculations, which are listed
as follows:
- Production and impact of each node are calculated in proportion to a given period,
being the maximum proportion of 100% of a final product.
- Node Impact is calculated based on the complete unavailability of that given node.
- Supplier capacity is considered unlimited. The suppliers supply the exact amount that
is ordered.
- Labor, Transportation, and other factors are considered reliable and not considered
constraints.
- Networks, composition, proportions, and all data are created only for research
purposes.

- Timing is not considered.
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4. RESULTS AND DISCUSSION

In this chapter, we discuss the results of our framework in which we applied Social
Network Analysis (SNA) to measure the resilience of a synthetic upstream supply chain network
presented in Figure 3.7. As explained in section 3.5, we focused on a single product with three
components, each with one material. The level of resilience for each supplier was measured by
looking at the impact and the robustness within the network.

In the following sections, we explore the process of calculating impact and robustness
were calculated for a representative, and we demonstrate how these proxies contribute to the
overall measurement of resilience for each supplier. Furthermore, we described how the
Weighted Average and Minimum Resilience of the network might be potential indicators that
provide a holistic understanding of the overall network resilience and shed light on the most
vulnerable nodes.

NetworkX, a specialized Python library for SNA, is used to compute the in-degree and

out-degree centrality, key elements of the impact and robustness metrics.

4.1. First results

In this section, we conducted a Social Network Analysis (SNA) on the synthetic network
depicted in Figure 3.7. We calculated the Adjusted Impact, Adjusted Robustness, and Resilience
score of each node using Equations 3.5, 3.6, 3.7, 3.8, 3.9, 3.10, and 3.11. For simplicity of
presenting results, we refer to Adjusted Impact only as Impact and as Robustness to Adjusted
Robustness. Furthermore, as outlined in 3.4, we calculated the metrics for the first two tiers of
suppliers using data for the three tiers available. The calculations for each node are presented in

Table 4.1.
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Table 4.1

Baseline Result

NODE Impact Robustness Resilience
F1 0.20 0.22 0.35
F2 0.30 0.28 0.32

F11 0.20 0.22 0.35
F12 0.30 0.28 0.32
C1l-1 0.07 0.07 0.33
C2-1 0.11 0.14 0.40
C3-1 0.05 0.07 0.40
C1-2 0.11 0.07 0.25
C3-2 0.04 0.07 0.47
C3-3 0.04 0.07 0.47

C1-11 0.07 0.07 0.33

C2-11 0.27 0.14 0.21

C3-11 0.05 0.07 0.40

C1-12 0.11 0.07 0.25

C3-12 0.04 0.07 0.47

C3-13 0.04 0.07 0.47

The Impact was calculated following Equation 3.5. For instance, we computed the impact

of node F1 as follows. F1 has a revenue impact (R1;) of 0.2, an out-degree centrality (Dy,;,) of

0.037 and a production composition (C;) of 1 (since it is the final product). Then we normalized
it by Tier-1 using Equation 3.6, resulting in 0.20.
Likewise, the Robustness was computed using Equation 3.7. Similarly, we computed the

Robustness of F1 as follows. F1 has cumulative degree centrality (3; D;,) of 0.259, an HHI of

0.8. Then, we normalized it by tier using Equation 3.8, resulting in 0.22.
Based on our assumptions, we weighted the impact more heavily than robustness,

resulting in an alpha value of 2, resulting in the graph in Figure 4.1.

39



Figure 4.1

Resilience Results - Initial Model
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For better presentation, we assigned a specific color to each supplier based on their
resilience level within the network. The top 25% of suppliers, considered most resilient, were
assigned a green color, while the bottom 25%, considered least resilient, were colored red. The
remaining suppliers in between were marked yellow. This color-coding system assists in
visualizing the strongest and weakest areas within the network.

For the resilience score by node, we used Equation 3.9. Again, we computed the score of
F1 as follows. F1 has an Impact of 0.2, a Robustness of 22, and, given the alpha of 2, the
resilience score resulted in 0.35. Then to calculate the overall resilience score of the network, we
used Equation 3.10. Assuming Tier-2 has a weight of 2 and Tier-2 has a weight of 1, we ended
up with a resilience score of 0.36 of 36%. Finally, the minimum resilience resulted in 21%,

meaning the network's lowest resilience is node C2-11, with a 21% of resilience score.

4.2. Strategy 1: Adding Flexibility

Our first strategy to enhance the network's resilience involved increasing its flexibility by
adding more connections from Tier 1 suppliers to distribution centers (F11 to DC). As illustrated

in Figure 4.2, this simple adjustment raised the network’s resilience score from 36% to 39%.

Furthermore, Table 4.2 shows that this modification in Tier 1 indirectly benefited Tier 2
suppliers by decreasing their potential impact points. For instance, the resilience of node C1-2
improved from 25% to 37%, while that of C3-11 jumped from 21% to 34%. However, it's
important to note that while additional flexibility generally enhances network resilience, it can
also negatively affect certain nodes depending on where connections are added. For example,

node F11 became a critical point upon its connection to node DC, bolstering the resilience of
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node C2-11, as it is the sole supplier for component 2 for F11. Furthermore, given that Tier 1
suppliers contribute more significantly to the network resilience score than Tier 2 suppliers, this
weighted distribution helps clarify why the resilience score did not increase significantly. The
introduction of the additional connection amplified the impact on F11 in Tier 1, and the overall

effect on the resilience score was relatively restrained.

Table 4.2

Network Resilience Results After Flexibility

Node Impact Robustness Resilience
F1 0.15 0.22 0.42
F2 0.15 0.28 0.48

F11 0.46 0.22 0.19
F12 0.23 0.28 0.38

Cl-1 0.06 0.07 0.37

C2-1 0.18 0.14 0.28

C3-1 0.05 0.07 0.44

Cl-2 0.06 0.07 0.37

C3-2 0.02 0.07 0.61

C3-3 0.02 0.07 0.61

Cl-11 0.09 0.07 0.28

C2-11 0.28 0.14 0.21

C3-11 0.07 0.07 0.34

C1-12 0.09 0.07 0.28

C3-12 0.03 0.07 0.51

C3-13 0.03 0.07 0.51
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Figure 4.2

Network Resilience Results After Flexibility
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4.3. Strategy 2: Adding Redundancy

Our next approach for boosting network resilience involves adding more suppliers,
thereby increasing redundancy. We theorize that new suppliers can reduce the impact of existing
ones in the same tier while enhancing the robustness of those in the receiving tier. As illustrated
in Figure 4.3, this strategy improved the network’s resilience score from 36% to 39% and raised
the lowest resilience from 21% to 22%.

Table 4.3

Network Resilience Results After Redundancy

Node Impact Robustness Resilience
F1 0.14 0.16 0.35
F2 0.14 0.20 0.41

F13 0.29 0.28 0.33
F11 0.29 0.16 0.22
F12 0.14 0.20 0.41

C1-1 0.04 0.07 0.47

C2-1 0.23 0.14 0.24

C3-1 0.03 0.07 0.54

C1-2 0.12 0.07 0.23

C3-2 0.06 0.07 0.37

C3-3 0.06 0.07 0.37

Cl-11 0.12 0.07 0.23

C2-11 0.23 0.14 0.24

C3-11 0.03 0.07 0.54

C1-12 0.04 0.07 0.47

C3-12 0.02 0.07 0.70

C3-13 0.02 0.07 0.70
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Figure 4.3

Network Resilience Results After Redundancy
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Table 4.3 indicates that adding a new node, F13 significantly decreases the impact on all
other nodes in its tier. Although F13 and F11 have similar impacts, F13 shows a higher resilience
score due to its broader connectivity with more nodes than F11.

While adding more suppliers can enhance the resilience of many nodes in the network,
the overall effect on the final network resilience score is minimal, though it does provide some
improvement. The network resilience score calculation takes a weighted average of all nodes'

resilience. Therefore, an increase in suppliers tends to moderate the uplift in resilience.

4.4. Summary of Findings

This chapter employs Social Network Analysis (SNA) to measure the resilience of a
synthetic upstream supply chain network, specifically for a single product with three
components. Utilizing NetworkX, a Python library for SNA, the resilience for each supplier is
calculated based on their impact and robustness within the network.

In the initial results, the resilience of each node was determined using Adjusted Impact
and Adjusted Robustness equations. A color-coding system was introduced to identify the
network’s most and least resilient suppliers easily. The overall network resilience score was 36%,
with the least resilient node, C2-11, scoring 21%.

Two strategies to enhance network resilience were explored: flexibility and redundancy.
The first strategy involved adding more connections from Tier 1 suppliers to distribution centers,
which increased the network's resilience score to 39%. However, the impact on the resilience
score was relatively restrained due to the weighted contribution of Tier 1 suppliers.

The second strategy aimed at increasing redundancy by adding more suppliers to the

network, again boosting the resilience score to 39% and raising the minimum resilience to 22%.
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Introducing a new node, F13, decreased the impact on all other nodes within its tier and showed
a higher resilience score due to its wider connectivity. However, while increasing redundancy

generally enhances network resilience, the effect on the final network resilience score remained

relatively modest.
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5. CONCLUSION

This capstone project aimed to develop a theoretical framework as a proxy to quantify
upstream supply chain resilience. To do this, we first reviewed the relevant literature on risk
mitigation and resilience, then combined two approaches to building a novel framework. We
used Social Network Analysis and Business Impact concepts to develop the Impact Robustness
Resilience Framework (IRR). We took great care in defining it step by step, and then we created
a synthetic network to test its effectiveness in capturing resilience within a network.

Throughout the project, the concepts of impact and robustness were used as proxies to
quantify resilience. Under certain conditions, the combined use of these measures provided
valuable insights into the criticality of specific nodes in a company's supply chain. By identifying
these critical nodes, companies can strategically invest in increasing their flexibility and
mitigating the impact of potential disruptions.

Additionally, it is essential to acknowledge that other models, as previously described,
can also serve as proxies for measuring the resilience level of a supply chain. However, the
complexity and availability of the required data will vary, depending on each organization's
definition of resilience and its strategic approach to addressing it. Consequently, it is essential for
businesses to carefully consider which model or combination of models is best suited to their
operations and supply chain characteristics.

By selecting the most appropriate models, organizations can comprehensively understand
their supply chain resilience, allowing them to identify vulnerabilities and implement targeted
improvements. As resilience is critical to a company's overall supply chain strategy, adopting the
most suitable models to measure and enhance it will ultimately contribute to its long-term

success and sustainability in a dynamic and competitive global marketplace.
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Based on certain assumptions, our study showed the usefulness of applying SNA as a
proxy to capture the impact and robustness of the upstream supply chain and remarks on the
importance of considering flexibility in designing resilient supply networks. Therefore, two
strategies for enhancing network resilience were explored: adding flexibility via more
connections and improving redundancy by introducing additional suppliers. Both strategies
resulted in modest improvements in resilience scores. Yet, the effectiveness of these strategies
can be influenced by the distribution of impacts and the network's structure. For instance, tier-
based weight distribution in resilience calculations could offset the impact of increasing
redundancy.

The complexity of measuring supply chain resilience is evident in these findings,
underscoring the importance of a sophisticated understanding of network structures and inter-
node interactions for successful resilience enhancement strategies. The analysis is based on
assumptions discussed with practitioners and our sponsoring company, offering an approach that
might provide valuable insights for decision-makers.

However, this study is a starting point, not a conclusion. The methods and strategies
presented here are hypotheses that need testing and potential refinement. They could serve as a
basis for mapping resilience networks and are subject to the dynamics of each company's supply
chain and the accessibility of data for their suppliers. Consequently, the applicability of this
model should be considered with caution, bearing in mind the specific circumstances of each

supply chain under consideration.
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5.1. Limitations

Several limitations of this capstone project should be recognized. Firstly, the time
constraint posed a significant challenge, as quantifying resilience remains a relatively vague
topic in academia and industry. If a company lacks a clear definition of its resilience strategy, it
can be time-consuming to identify an approach relevant to its strategic objectives and practical
regarding data availability and resource allocation.

Another limitation comes from the data itself. The sponsor company outsources all
production, making obtaining data and achieving visibility across multiple supplier levels
difficult. Furthermore, since the topic of resilience was relatively new to the company, they had
yet to previously collect relevant data from past disruptions that could have been used to estimate
the real effects in their network. This limitation influenced the decision not to consider more
sophisticated approaches due to the unavailability of data, which could make the final model
impractical.

The proposed framework did not include risk metrics for nodes, which could have
accounted for external risk factors based on geographical location or other variables. By
incorporating such information, the company might identify geographical risks within its supply
chain and further enhance the robustness model.

While the current approach has innate limitations, future research and development could

address these limitations by incorporating additional risk metrics and sophisticated formulation.

5.2. Future research

Future research can further enhance the proposed framework by considering the

following points. Firstly, to enable companies to test the methodology in their supply network,
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the framework requires mapping the real supply chain as far as tiers as possible that they wish to
assess, including data on suppliers’ in and outflows, production capacities, and BOM. Secondly,
the framework should incorporate additional factors such as labor and transportation and
consider the probabilities of service levels by the suppliers by tier.

Furthermore, the framework could include more Social Network Analysis (SNA)-
inspired indicators such as betweenness, page rank, and other relevant measures to capture the
complexity of the network more accurately. Finally, to incorporate probabilities for disruptions,
the model could adopt probability distributions or leverage tools such as Resilinc or others
specifically designed for this purpose. By incorporating these enhancements, the framework can

better assess supply chain resilience and support effective decision-making in practice.
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